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to identify security gaps or determine whether their
site has been hacked. For those affected, this leads to

reputational damage, financial losses and confused
customers. The BMFTR-funded INSPECTION project has

developed a comprehensive solution. The consortium,
comprising the KIT research group SECUS0 and the
companies mindUp Web + Intelligence GmbH and BDO
AG, combines automated web analysis for detecting )
compromised sites with targeted notification strategies
and practical awareness measures. The solution includes
among other things, systematic monitoring of search-
engine results, human-centered design approaches for
effective communication and comprehensive incident-
response procedures. During the project period, website
operators were proactively informed by INSPECTION and

A digital shield: Al-driven analysis
detects manipulated websites and
warns operators of cyberattacks.
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o simultaneously received specific guidance on remediation
and future protection. As a result, companies can
’f";ﬂengthen their digital security, minimize damage and
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‘ amtam; the trust of their customers.
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