How to install the Privacy
Friendly Apps from F-Droid
instead of the Google Play
Store

As we are unable to provide updates to our apps on
the Google Play Store you will have to use F-Droid to
receive future update. These instructions should help
you to transition to F-Droid without losing any of your
data.

Here are the instructions on how to install our apps
from F-Droid instead of the Google Play Store. These
steps may vary slightly depending on the device you're
using.

Step 1: Install F-Droid Store

To install our apps from F-Droid, you need to
download and install the F-Droid app store:

Open the F-Droid website on your phone by clicking
on this link or scanning the QR code:

-IE-'

https://f-droid.org/

Tap "Download F-Droid" to download the app.

1512 5 & < 0100%
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What is F-Droid?

F-Droid is an installable catalogue of FOSS (Free
and Open Source Software) applications for the
Android platform. The client makes it easy to
browse, install, and keep track of updates on your
device.

DOWNL&) F-DROID

Instructions to verify the download
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https://f-droid.org/

You might get a warning that downloading this file
might be harmful. Click on "Download anyway"
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A File might be harmful

Do you want to download F-Droid.apk anyway?

Cancel Downloat znyway

Open the downloaded file.
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What is F-Droid?

F-Droid is an installable catalogue of FOSS (Free
and Open Source Software) applications for the
Android platform. The client makes it easy to
browse, install, and keep track of updates on your
device.

DOWNLOAD F-DROID

Instructions to verify the download

You might get a warning about installing unknown
apps from this source. Please click on "Settings" and
grant permission to install external apps from your
browser.
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Install unknown apps
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Chrome
124.0.6367.54

Allow from this source ‘)
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Your phone and personal data are more vulnerable to
attack by unknown apps. By installing apps from this
source, you agree that you are responsible for any
damage to your phone or loss of data that may result
from their use.

You should now be able to finish the installation of the

F-Droid app. After installation you can disable the

setting for unknown apps from your browser again.

Got to Settings and search for "Install unknown apps".

Click on you browser and disable the permission.
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Your phone and personal data are more vulnerable to
attack by unknown apps. By installing apps from this
source, you agree that you are responsible for any
damage to your phone or loss of data that may result
from their use.

Step 2: Backup Your Data

Before uninstalling the apps from the Google Play

Store, it is essential to backup your data to prevent

losing any important information.

Step 2.1: Download and install the "Backup
(PFA)" app from the F-Droid Store:
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https://f-
droid.org/packages/org.secuso.privacyfriendlybackup/

Tap "Install" to download and install the app.

Backup (PFA)
by SECUSO - Security Usability Society

(SECUSO) Backup Application for Privacy Friendly
Apps

“«©

Privacy Friendly Backup is an application that works
with other privacy friendly apps to enable backups.
The app allows you to create and manage backups.
This includes importing backups into the app and
exporting backups to external storage media.

MORE

You will be asked if you want to allow installing apps
from F-Droid. Please enable this option as previously
done for your browser.
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Your phone and personal data are more vulnerable to
attack by unknown apps. By installing apps from this
source, you agree that you are responsible for any
damage to your phone or loss of data that may result
from their use.

Step 2.2: Create Backups for the PFAs

After installation, open the Backup app.
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https://f-droid.org/packages/org.secuso.privacyfriendlybackup/
https://f-droid.org/packages/org.secuso.privacyfriendlybackup/

1100 %

Available Applications

[+ Backup Overview
ﬂ Encryption Settings
® Help

o About

Click on "Available Applications" and create a backup

for each of our apps that you want to backup: Click on

the app you want to backup.

15:03 5 1100 %

& Application Overview
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Manage Backups
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Wait for the backup process to finish (all icons should
turn green and disappear).

15:04 5 0100 %

& Application Overview

) Aktivpause to Go

@ Board Game Clock

Backup  Store

Repeat this process for every app you want to back up.
A list of all apps we currently support is available here:
github.com/SecUSo/privacy-friendly-backup.

Step 2.3: Check your backups

To check if all backups were successful go back to the
main screen of the backup app.

14:55 5 21100 %
Backup

Available Applications

Backup Overview

Encryption Settings

Help

About

® 06 » P

Click on "Backup Overview". Here you should see at

least one entry for every app you backed up with it's
creation date.

A, If one of the apps for which you want to create a
backup is missing, do not continue. Try the steps from
2.2 again to create a new backup of the app. If this is
again unsuccessful, feel free to contact us at pfa-
backup@secuso.org. If you can attach a screenshot of
the backup process from step 2.2, this would help us to
resolve the problem.
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https://github.com/SecUSo/privacy-friendly-backup?tab=readme-ov-file#integrated-pfas

Step 2.4: Export your backups

Let's export all your backups you just created into a
single file that you can save on an other device to be
extra sure that you don't loose any data. Navigate back
to to main screen of the backup app.

Available Applications

[+ Backup Overview
ﬁ Encryption Settings
@ Help

@ About

Click on "Backup Overview" Click on any backup and

select "Export"
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Select all backups you want to export
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Click on the green Export button and confirm that you
want to export the backups.
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Select a folder where you want to save the backup and
click on "Save"

17325 B © Y B9%6%
= Downloads [
Downloads

Files in downloads H

[ transition_backup

[J Nearby Share

O finance

O backups

backup_2024-11-12.sec.pgp
12 Nov, 1,48 kB, PGP file

)

a 7Pro35_20241112T161131Z.zip
12 Nov, 23,88 MB, ZIP archive

B PfaBackup_20241112T171003Z.zip
12 Nov, 12,02 MB, ZIP archive

D PfaBackup_20241206T17

< -

Wait until you see the message "Export complete”

8/13



17335 B ©

< Backup

Notes
To-Do List

EE QR Scanner

@,.. Tape Measure

12 Nov 2024 17:04:18 D
12 Nov 2024 17:02:36 D
12 Nov 2024 17:01:54 D

7 Nov 2024 12:52:22 D

E Notes

Notes

7 Nov 2024 12:51:46 D
7 Nov 2024 11:15:45 D
284 Tape Measure 7 Nov 2024 11:15:38 D
Password GeneratoF Nov 2024 11:15:36 [
B Tape Measure 7 Nov 2024 11:15:31 D
Password Generator Nov 2024 11:1527 [

g Notes

Password Generator Nov 2024 11:1520 [

You can now copy this file to a separate device if you

15:26 D

e Export complete

éoenoenmoon

want to. It contains all your backed up data.

Step 3: Uninstall Apps from Google
Play Store

., DO NOT UNINSTALL THE BACKUP APP OR
YOU MIGHT LOSE YOUR DATA .1,

Now that your data is backed up, you can uninstall all
of our apps EXCEPT the Backup App.

Go to your device's Settings > Apps.

15:06 5 0100 %

Apps

Recently opened apps

Backup

1min ago

=m QR Scanner
15 min ago

> Seeall 97 cpps

General

Default apps

Chrome, Phone and Messages

Assistant
Hey Google and other Assistant settings

Screen time
15 minutes todav

< -

Find each of our apps and tap "Uninstall”.
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App info

)

Finance Manager

@ (0] A
Open Uninsiall Force stop
Notifications

~0 notifications per week

Permissions

Storage and cache
32,22 MB used in internal storage

Mobile data and Wi-Fi

No data used

< -

Step 4: Install Our Apps from F-
Droid

Now you can install our apps from the F-Droid store:

Open the F-Droid app on your device. Tap the
magnifying glass symbol to search for an app.

15215 £ £ @ < 1100 %

Delta Icon Pack Minimalistic pastel icon pack
for Android

% &

Valentin's PowerTools Book's Story Dive into
#018 - Volume Percent the world of adventure as
Calcul Calculate alcohol you discover your favorite
mass, content and volu book's story!

pain

Phonograph Plus A revived classic material
designed local music player for Android

J2ME Loader A SelfPrivacy
J2ME emulator n Self-hosted
for Android services without

g o

gptAssist WebView openHAB Beta Veng! %
wrapper for ChatGPT technology agnost:
source home auton’

F = o A %

Latest  Categories  Nearby Updates  Settings

Search for each of our apps you want to install and tap
on the result.
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< FinanceManager(PFA)l X @

E Finance Manager (PFA)
(SECUSQ) Helps you keep tr... @

Tap "Install" to download and install the app.

< 1100 %

Finance Manager (PFA)
by SECUSO - Security Usability Society

(SECUSO) Helps you keep track of your income and

expenses.

The privacy friendly Finance Manager helps you keep
track of your income and expenses.

The app offers the following features:

MORE
sug Salary +53,200.00
15 @ o ® Rent
sug -§7.50
13 Do
2ug Shopping -$110.00
12 & standars onto » Food
2ug Rent August +$450.00
07 & stncard konto ® Fen

You might get asked again if you want to allow

installing apps from F-Droid. Please enable this option
as previously done for your browser.
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Install unknown apps

Q

F-Droid
147.0

Allow from this source Q
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Your phone and personal data are more vulnerable to
attack by unknown apps. By installing apps from this
source, you agree that you are responsible for any
damage to your phone or loss of data that may result
from their use.
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You might also get an other prompt by your device if
you really want to install the app. Repeat these steps
for all of our apps you want to install.

Step 5: Recover Your Data

After installing all of our apps, you can recover your
data:

Open the Backup App again and navigate to the
"Available Applications" screen.

15:03 5 1100 %

Qiﬁ' Aktivpause to Go

@ Board Game Clock

@ Finance Manager

(303
Vaa'

For each app, tap on the app and then "Restore most
recent Backup". This will override all data inside the
app with the data from your most recent backup.
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Wait for the restore process to finish (all icons should
turn green and disappear).
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) Aktivpause to Go

@ Board Game Clock

0909

Open each app to check if everything was restored
correctly.
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